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Disclaimer

The recommendations for action on which these Application Notes are based have been developed within the framework of tests under
the ambient conditions specified in the operating instructions. The user is responsible for compliance with and verification of these
environmental conditions in the specific application.

These Application Notes are intended for qualified personnel who commission and maintain drive and automation components. According
to IEC 60364 or CENELEC HD 384, qualified personnel are persons who have the appropriate qualifications and are familiar with the
installation, assembly, commissioning and operation of KEBA products (electrical devices) and who are familiar with all accident
prevention regulations, directives and laws applicable at the place of use.

The safety instructions contained in the device documentation of the respective device must be observed.
The screenshots shown in these Application Notes are only examples to illustrate the individual steps.

Please note that KEBA products may contain software that is licensed as Open Source Software (OSS) or Free Software (FOSS). The license
conditions of the 0SS and / or FOSS contained / used in the products are available on the DevAdmin Service webpage on the controller.
These must be complied with.

Allinformation is subject to change at any time. Liability for correctness and completeness is excluded.
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RELEASED EXTERNAL

Version info

Version Kemro X

Product KeTop
/Component name devices

Product Win10
/Component version = XCA 2.4.0

Additional required data

® Link to website: X - Certificate and Key management
® Example of an OpcUaltf.cfg

1 Description
2 Creating self-signed certificate using Windows
2.11n "X - Certificate and Key management" (XCA), create a new self-signed certificate.

3 Creating self-signed certificate using Linux (Ubuntu)

Description

This document helps you to create a self signed certificate. You'll need this when you are using a secured and encrypted connection.

Creating self-signed certificate using Windows

In "X - Certificate and Key management" (XCA), create a new self-signed certificate.

B Qpen (or create) a database under the menu item “File”.
® |nthe “Certificates” tab, click the “New Certificate” button:
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File Import Token Extra Help o

Private Keys Certificate signing requests Certificates Templates Revocation lists
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Internal name commonMame CA  Senial Expiry date  CRL Expiration

MNew Certificate m

Export

Impart

Show Details

Delete

Import PKCS£12

Import PKCS£7

Flain View

® Inthe next dialog box, the "Source" tab will be active. The Signing option “Create a self signed certificate” should already

checked by default:
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" X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage

Signing request
Sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Signing
(@) Create a self signed certificate

Use this Certificate for signing

Signature algorithm

Template for the new certificate

[default] Empty template

MNetecape Advanced

SHA 256

Comment

Show request

Apply extensions| | Apply subject

Cancel

? >

e

Apply all

Help

B Switch to the “Subject" tab and fill out the fields like shown below.
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Create x509 Certificate

Source Subject Extensions Key usage

Metscape Advanced Comment
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Internal Mame |KEE|A—D|:IC

Distinguished name

countryMame |

| organizationallnitame |

stateOrProvinceMame |

| commoniame |KEEA-D|:IC

localityMame |

| emailAddress |

organizationMarne |

Type

Content

Add

Delete

Private key

KEBA-Opc (RSA: 2048 bit)

w| [Jused keys too  (Generate a new key

QK

Cancel

Help

® Click the “Generate a new key” button. This generates a unique private key for this certificate. Use Keytype "RSA" and

Keysitze "'2048 bit"
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A" X Certificate and Key management

New Key %

Please give a name to the new key and select the desired keysize

Key properties

Name |«FRA-Opc |

Keytype RSA

Keysize |2043 bit

[ ] Remember as default

B |n the “Extensions” tab, set the type to CA or End Entity. The example shows a validation of 1 year. If more or less is needed
change the period accordingly. Then insert the URI into the field “X509v3 Subject Alternative Name”. This field must not be
empty - this is a requirement of the OPC UA specification. The URI must exactly be this: urn:KEBA-PC:Keba:Opcualtf
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N*® X Certificate and Key management ? x
. -
Create x509 Certificate ﬁ )
Source Subject Extensions Key usage Metscape Advanced Comment

¥509v 3 Basic Constraints Key identifier

Type End Entity “ [] %509v3 Subject Key Identifier

Path length | [ Critical [] %509v3 Authority Key Identifier

Validity Time range

Mot before | 2022-12-02 14:02 GMT ~ | |1 | Years ~ Apply

Mot after | 2023-12-02 14:02 GMT ~ | [] midnight [ Local time  [[] Mo well-defined expiration

%5093 Subject Alternative Name wf |UF‘.I:urn:KEB.ﬁ.—PC:KEba:DpcuaItﬁ | Edit
X500v3 Issuer Alternative Name | | Edit
X508v3 CRL Distribution Paints | || Edit
Autharity Information Access | | Edit

[] ocse Must Staple

Cancel Help

® Thisis how it looks like when you press the "Edit" Button next to the input field “X509v3 Subject Alternative Name”.
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A" X Certificate and Key management ? >
[] critical [] copy Comman Name
Type Content Add
0 URI urn:KEBA-PC:Keba: Opcualtf Delete
Apply Validate Cancel

® |nthe "Key usage" tab you have to select the need keys. Select "Digital Signature", ""Non Repudiation", "Key
Encipherment", "Data Encipherment' and "Certificate Sign" on the left side. On the right side "TLS Web Server
Authentication" and "TLS Web Client Authentication".
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Certificate and Key management ? o

Create x509 Certificate ﬁ@?\\‘

Source Subject Extensions Key usage Metscape Advanced

Microsoft Encrypted File System
Metscape Server Gated Crypto
Microsoft EFS File Recovery
IPSec End System

IP5ec Tunnel

IPSec User

IP security end entity

Microsoft Smartcardlogin
QCSP Signing |
EAP over PPP

EAP owver Lan

Signing KDC Response

¥509v3 Key Usage ¥509v3 Extended Key Usage
[] critical [] critical
Digital Signature TLS Web Server Authentication [
Mon Repudiation TL5 Web Client Authentication
Key Encipherment Code Signing [
Data Encipherment E-mail Protection
Key Agreement Tirne Stamping [
Certificate Sign Microsoft Individual Code Signing [
CRL Sign Microsoft Cormmercial Code Signing
Encipher Only Microsoft Trust List Signing [
Decipher Only Microsoft Server Gated Crypto [
|
|

oK Cancel

B Click "OK" to create the certificate.

® After the certificate is created, select the "Certificates" tab in the main XCA window and click “OK” to export. Export the
certificate in the format “DER (*.cer)”:

Copyright © (2022 ) KEBA Industrial Automation GmbH 9/11



Kemro X Wiki

Exported on 20.12.2022 13:59

A" X Certificate and Key management

Certificate export

Mame |KEEA-D|:I::

Filename |C:‘l,myFiIes\,CreatedCerﬁﬁmtes‘lKEEA—Dpc.cer

Binary DER. encoded file

[] Export comment into PEM file

Export Format |DER. (*.cer) o

Corcel

Help

® Then, also export the private key. Select the "Private Keys" tab in the main XCA window and click “OK” to export. Export the

private key in the format “PEM private (*.pem)”:

A" X Certificate and Key management

Export private key [RSA]

Marne |KEEIA—D|:I»::

Filename |C:‘l,myFiles\,CreatedCerﬁﬁmtes‘l,KEEA—Dpc.pem

Unencrypted private key in text format

[] Export comment into PEM file

Export Farmat | PEM private {*.pem}]° o

Cancel

Help

® Now, the creation of the certificate (KEBA-Opc.cer) and the private key (KEBA-Opc.pem) is finished. Copy the two files now to

afolder on the KeTop (f.e. "C:\Cert\")
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Creating self-signed certificate using Linux (Ubuntu)

® Create following folder structure on you Linux machine:
T-- opc
|-- tools
[ |-- certs
"-- created

or open Terminal and run this code:

® nkdir -p opc/{tools,created}/certs

® Go to Github: https://github.com/open62541/open62541/blob/master/tools/certs/

® Copy the folder "certs" with the two files (create_self-signed.py and localhost.cnf) local in any folder (here in this example it is:
/opc/tools/certs/)

® Open Terminal (or any other command line tool)
Run code:

cd opc/tool s/certs
® Run code:

python3 ./create_sel f-signed. py -u "urn: KEBA- PC. Keba: Opcual tf" -c "KEBA-Opc" -k 2048 ~/opc
® Now, the creation of the certificate (KEBA-Opc_cert.der) and the private key (KEBA-Opc_key.der) is finished. Copy the two
files now to a folder on the KeTop (f.e. "C:\Cert\")

Known Issues

® None
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